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What Is PaXx?

Quite simply: the: greatest advance: in
Systemi security IR ever a decade: that
youVe never heard of

Less simply: lit prevides nen-executanle
MEmory. pages and fullfaddress space
layeut randomization (ASLR)ifer a wide
Variety of architectures.




Outline

Pax “lecture”
s SEGMEXEC
s PAGEEXEC
TERN=LEE

s ASLR
RANDMMAP
RANDEXEC
ET DYN
RANDKSTACK




Outline (cont.)

IHOW! grsecurty’ Is Invoelvead!in Pax's stiategy.

Eactual compalisen With OpenBSID's WAX
s ASILR comparisen

u ARy guarantees?

x (e “sulbtlie concept” of mpretect

Eactuall comparnrsen With Exec Shiela
s ASLRIcomparisen

u ARy guarantees?

a Mproetect




Pax - SEGMEXEC

SEGMEXEC Is Pax'siimplementation oiff per-
PAGE NeN-ExXecutanie USer pages using the
segmentation logic off IA-32 (Intel X856
architecture) and virtual memony area
milrerng (develeped by Pax).




PaX — SEGMEXEC (cont.)

Fhe segmentation legic IS faly: straightionyvand:
a Data Segment: (IDS)
s Code Segment (CS)

here exist these twe segments for USer pages
as well as kermnel pages.

PaX splits the address space down the middle:
the betteom! half for data, the top el code.

Segmentation; s a “Window: Inte; the address
Space

NG perfiermance. hit




Pax — SEGIVIEXEC (cont.)

Without SEGMEXEC With SEGMEXEC

User
Code
Segment

User
Code & Data 1.5GB
Segments

3GB




PaxX — SEGMEXEC (cont.)

Pax‘s VIVIA miiirerng iInvelves duplicating
eveny executanle page in the Iower hall: of
the address) space nte the upper hali:

lnstruction: fetc
located IR the ©
Rave any code

il attempis at adaresses
atal Segment that: denkt

ocated at I1ts mirrered

addressiwill catise a page fault. Pax
nandles this page fault and kills the task.




PaX — SEGMEXEC (cont.)

08048000-0804c000
0804c000-0804d000
0804d000-08073000
40000000-40014000
40014000-40015000
40015000-40016000

/home/spender/cat
/home/spender/cat

/1ib/1d-2.3.2.s0
/1ib/1d-2.3.2_s0

Without SEGMEXEC

4001e000-40145000
40145000-4014a000
4014a000-4014c000
4014c000-402d1000
bfffe000-c0000000

08048000-0804c000
0804c000-0804d000
0804d000-08079000
20000000-20014000
20014000-20015000
20015000-20016000
2001e000-20145000
20145000-2014a000
2014a000-2014c000
2014c000-202d1000
5FFFF000-60000000
68048000-6804c000
80000000-80014000
8001e000-80145000

/1ib/1ibc-2.3.2_.s0
/1ib/1ibc-2.3.2_.s0

/usr/lib/locale/locale-archive

/home/spender/cat
/home/spender/cat

/lib/1d-2.3.2.s0
/1ib/1d-2.3.2.s0
/1ib/libc-2.3.2.50 With SEGMEXEC
/lib/1ibc-2.3.2.s0

/usr/lib/locale/locale-archive
/home/spender/cat

/1ib/1d-2.3.2.s0
/1ib/1ibc-2.3.2.s0




paX — SEGMEXEC (cont.)

Instruction Segmentation logic Does
fetch attempt at translates 0x68049000
0x08049000 0x08049000 into belong to any

0x68049000 mapping?

success <ii

Violation, process
IS terminated




PaX - PAGEEXEC

PAGEEXEC was/ Pax’s first implementation ofi
AoN-Execlitanie pages.

Because off SEGMEXEC;, 1t°'S not Used anymore on
X606 (Se I'wen't discuss the Implementation).

Platferms WhHICh support the executanle bitin
hardware ane iImplemented under PAGEEXEC
(Currently’ alpha, PPE, Parse, Sparc, sparcts,
amad64, and 1a64)




PaXx - KERNEXEC

KERNEXEC IS Pax's Implementaiion i preper
Page protectionin the kerel
const finally means read enly.In the: kermel
Read-only system calll table
Read-only Interrupt descriptor table (1DT)
Read-only: glokal descriptor tanle: (GDiF)
Data; s nen-executanle

Uses; the same concept of segmentation as
SEGMEXEC

Cannot ce-exist with module support (currently)




Pax - ASLR

EullASLCR randemizes the lecations of the
fiellewingl Mmemoen/ GlJects:

s Executable image

x Biik-managed heap

s Librany/ Iimages

x Mimap-managed heap
s User space stack

x Kernel space: stack




PaX — ASLR (cont.)

Notes on amount of randoemization:

a [he fiellewing values; are fier 32bit architectures.  Ihey
are larger onr 64nit architectures, theugh net tWwice: as
large (Since they generally den't use 64 bits fer the
address space).

Stack — 24 pits (28 bits for argument/environment pages)
Mmap — 16 bits

Executable — 16 bits

IHeap — 12 bits (0 24 BIts i executable IS randemizead alse)




PaX — ASLR (cont.)

Fhe randemizations; applied te each memory
[egion are Independent ol each other

a Because Pax guarantees ner amitrary code execution,
exploits Will most likely: need teraccess diffierent
MEMOKY. egiens.

m SO, I the exploit needs access to likraries and the
stacks;, the bits that must e guessed are the sum of
the two regions: 40 bits (or 44). Tihe chance of such
an attack suceceeding whlle: depending on hard coded
addresses Is efifectively zero.




PaxX — ASLR (cont.)

08048000-0804c000 r-xp /home/spender/cat
0804c000-0804d000 rw-p /home/spender/cat
0804d000-08078000 rw-p

r-xp /Z1ib/1d-2.3.2.so
4edbe000-4edbf000 rw-p /Zlib/1d-2.3.2.s0
4edbTt000-4edc0000 rw-p
4edc8000-4eeef000 r-xp Zlib/libc-2.3.2.so0

4eeef000-4eeft4000 rw-p Zlib/libc-2.3.2.s0 'f
4eef4000-4eef6000 rw-p TWO r u n S O a-
4eef6000-4Ff07b000 r--p Zusr/lib/locale/locale-archive

ru-p binary with stack,
08048000-0804c000 /home/spender/cat mmap1 and heap

0804c000-0804d000 /home/spender/cat . :

0804d000-08070000 ran d O m |7 at| O n
/1ib/1d-2.3.2.s0

43da0000-43dal1000 /1ib/1d-2.3.2.s0

43dal1000-43da2000

43daa000-43ed1000 /1ib/libc-2.3.2.s0

43ed1000-43ed6000 /lib/1libc-2.3.2.s0

43ed6000-43ed8000

43ed8000-4405d000 /usr/lib/locale/locale-

archive




PaxX — ASLR (cont.)

RANDKSTACK

Randomizes therkernel's stack

Randemized! onreach system call, so 1nfe-
eaking the randemization Is Useless

Randomizes S bIts, ofi the stack. Brute forcing
generally shouldn't be possible, as each
attempt will most likely: crashi the kernel.




PaxX — ASLR (cont.)

ET_DYN

a Special type off ELE binary (the same Used fier shared
liBraries)

s Positioniimdependent code (PIC)

x AllewstTor relocation ef the binany, at a random
locatien

n Needed to achieve Eull'ASLR
s Reguires a recompile and re-link off applications

s Adamaniix and Hardened Genteo have adopted these
chianges.




PaxX — ASLR (cont.)

RANDEXEC
Randomizes the placement off code in ET _EXEC binaries;
Uses the same segmentation feature as SEGNVEXEC.

Code nran EN_EXEC binany Isi mirrered at a randem lecation. The cede
stillfexists as data In the data segment.

When execution| ofi the pregram: enters the binany Image, a page: fault s
raised and analyzed.

The analysisi Checks tor see! i the: entry. Inte the binany/ Image: Was
legitinmate or caused by a ret-te-like style attack. i1t was legitimate;
execution Is redirected intes the randemized mirroer; othenwise, the
application Is killed.

RANDEXEC can cause false: positives, in: certain applications. Alse since
It does net randemize data in the: binany, 1t 1s not a replacement fior
ET_DYN. RANDEXEC was developed merely as a proof off concept.




IHoW: grsecurity. Is Invelved Ini Pax's
Striategy.

e trulyrachieve the guarantee: of no; execution ofi
arbitrary code, grsecurity must be used. The ACL/RBAC
system or TPE cani be used to ensure that an attacker
canrt create a filerwith his paylead i i, and mmap: that
executanle via a ret-to-lhe attack en the Process.

Protection against brute-forcing attacks s alse: part: of
Pax's strateay. Thisiis handled Within grsecurity’s
ACL/RBAC system) by either denying| execution of the app
el a singleruser or for everyone (depending on Whether
e precess Was a netwerk daemoni o1 not).




Factual Comparison ofi Pax and
WAX

RaX WAX

s Guaranteed nerexecution s Noguarantees aheut
off arbiirany code arbitrary’ cede execution

2428 Dit stack = 14 bit stack randemization

iandomization s 16 bit mmap randomization
16/ it mmap; randomization = Required a complete

Completely: implemented in recompilation/re-linking of
the kernel. Can be User space. Broke binary.
Implemented transparently compatianisy withrall

and' retain inay. previeus; OpenBSD
compatianioy withrall releases.

distributions.




Factual Comparison ofi Pax and
WX (cont.)

RPaXx WAX
s Cuts usable address space s More usable address space,

I haliF (theugh this can: lae
changed If It hecomes a
proklen)

Twoe metheds for
randemizing the: executanie
pase (thoeugh ET_DYINIIs
the cerrect method)

Support for non-executanie
and read-only kernelf pages
on 1386

but fragmented

= As of the latest release, no

methed fer randomizing
the executanble base

NG support for nomn-
executanle or read-enly
kernel pages oni 386




Factual Comparison ofi Pax and
WX (cont.)

Pax WAX

n Per-systemicallfkemel stack u Nos kernel stack
landemization fandomization

= Brk-managed! heap = No' brk=managed heap

randomization

s Ability’ te enable/disable: all

features oni a per binary P
Pasis eatures on a per

NG read-only DINAKY 19aSIS

GOT/PLT/.ctors/.dtors (yet) = Read-only.
GOI/RLI/ . cters/.ators

randomization
» Nermethed ofi toggling




Factual Comparison ofi Pax and
WX (cont.)

Pax WAX

s SUpports the same: User; s SUppoerts the same: User;
space fieatures on 1386, space fieatures;on| 1386,
alpha;; ppc, pParisc, sparc, alpha;, pPpc, Parisc, sparc,
sparctd, amd64d, and ia64. andisparnct4. (giving
Supports a8 PEr-page penefit of the doubt here

implementation of non- as some work isiyet to be

executable pages on ppc doneion ppc, possibly
others)
SUPPOItLS a segmentation-
pased Implementation; ofi
NORN-executanle pages on
PPE that cannot guarantee
WAX en large memonry.
l0ads.




Eunctional Comparison off Pax and
WAX

AS noted, there are many. differences between Pax and

WAX, But what de these' technical diffierences mean in

ierms of effiectiveness against real-lifie expleit Scenaros?
s WAX will not prevent exploitation of the kernel

s The .bss and heap can be used in exploits to store data for the
paylead at a knewn' lecation on OpenBsb

s OpenBSD’si mmap randomization Is semewnat useless at
preventing ret-to-he style attacks since the PLI in the

executanie image s not at a randemized locauen and will allew
for a similar attack.

s On OpenBSDh, attackers are not limited to the code that resides
N a task ter complete thelr exploit.




Rebuttal of arguments: for WAX

Claim:

5 lfandemizing load erderindirectly leads o randem
addresses;, ssihd leads; & libraries. 8! 1S, 40000,
meaning| I yeu have some return te libe attack, lie
could e at one off many. many: diffierentlocatiens.

A SHOKt:
attack type: return te lihe.
selUtion: move linc.”

tedu@openihsd.org :
nttp://MWw. deadly. org/article. paps?sid=200310091 1
0855&moade=fiat




Rebuttall of arguments for WX
(cont.)

Rebuittal:

a [he statement that randem|lead erder of & likrares
results; i 40,000 possible erders dees not have a
direct relation to; security. The assumption IS made
that for a successiul attack, ene would neead
data/code! firom’ each ofi the 8 livraries, When 1n
reality, only’ ene Is needed. Seoiin the presence of
enly random lead erder, focusing| the: attack en the
first lilbrary: will give youra 1 1R/ 8’ chiance: of SUCCESS.
This is hardly anything that can be called security.




Rebuttall of arguments for WX
(cont.)

Claim: OpenBSiD cannoet pretect against attacks
USIng mprotect hecause It Weuldlvielate: POSIX,
and OpenBSbrdees not vielate POSIX.

x> = \e don't hreak anything| that standands or

defacto standards require. (Theo de' Raadrt)

= You de break POSIX as pointed out abeve. (Pax
feam)

Ealse. Now go away. (iheo de Raadt)

Atitp://greups.goegle.com/groups?selm=2003041715009.
NSIHEON51023465%40cVS.0penhsad. org.lucky.openbsa.
misc&oe=UNE-8&output=gplain




Rebuttall of arguments for WX
(cont.)

Rebuittal:

x OpenBSDh vielates POSIX

“Indeed. None of the *BSD! systems currently’ checks, for
PROT EXEC ini this case.”

miod@openidsd.orgl agreeing| ter POSIX vielatien in mmap()
AR/ wWww.deadly. erg/article. phps?sid=20031009110855&me
de=fiat
a OpenBSb’s POSIX compliance has not been: verified
fermally or Infiermally by any. third party. Thus thelr
claims off compliance are opiniens and net fact.




Rebuttall of arguments for WX
(cont.)

a Pax does not vielate POSIX lhy restricting
mpretect()

“If an Implementation; cannet support the
combination| eff aCCess t\/PEesi SPECIfied By pror; the
call to mproteci() shall-iail.>

ALUR://MWANVY. OPERGEUR. erg/onlinepules/00 7904975/
Unctiens/mprotect. atml




Rebuttall of arguments for WX
(cont.)

Claim: Pax “goes too fiar” and breaks;applications. WX
@oEes ot Preak anytaing.
s = That'spwhen you moedify nen-compliant soitware te brng It in
line
= With What the standard says. (Pax lieam)

False. You go too far. (lheo de Raadt)
“Our WX changes break nething.” (Thee de' Raadt)

nttp://greups.goegle.com/groups?selm=200304 171509 ASHEINSLO
23465%40cvs.openiasd.org.lucky.openihsd. misc&ee=UTFE-
S&output=gplamn

nittp://greups.goegle.com/groups?selm=200304170012.hSHOC4510
25999944 0cvs.openisd.org.lucky.openhsd. misc&oe=UTF-
8&output=gplain




Rebuttall of arguments for WX
(cont.)

Reputtal:

a OpenBSDh! breaks binary compatibility, Pax dees not.

Binaries fer OpenBShi that Were Incorrect tor hegin with' (such as
assuming mallec() returns; execuable memory) will'lbe: broken
under WX and hiave nerway. te) e corrected), since they do not
suppoert per-binany disabling efi features. In Pax, a single command
can correct the preblem. This isia secure-hy-default design.

a [he upstream release ofi XEree86) < 4.3l assumed malloc()
returns executanle memory: fior its medule' loader. Seme point te
this as PaX breaking XEreess, when it was a hug 1n XEreed6) thai
simply: was not Important befere. There are ether similarbugs
nvelving lIbGL and varieus;drivers. Redhat fixed these bugs n
XEree86 wheni Exec Shield was developed.




Additional comments on PaxX and
WX

OpenBSD has yet torrelease any: sont of formal decumentation: on
the design and Implementation; et WX, “Rax's hias been available: at
nttp://pageexecvirtualave. net/decs/

There lias been no: public discussion of any kind off attack model for
WX, whilerPax's is very welldefined. Pax was developed ter defeat
entire: classes ofi expleits. WX prevides ne guarantees and
seemingly attempts enly at picking away: at several kinds off hugs
(such as linear stack everflews) threugh the use of many. assortead
features. As shown earlier, the merits ofi some. oft these features are
delatable, and It makes It increasingly: difificult fer OpenBSh; te: ever
have any kindl efi toggling feature. Such a teggling| feature is
Important not only to keep: binary, cempatibility but alse for easier
debugaing.




Factual comparisen of Pax and
Exec Shield

Eor the most part, Exec Shield and WAX are similar (in that they: both
provide a sulset of the features off Pax), so I'will net give: a point-hy~point
analysis. Hewever, some differences between| Pax and Exec Shield are:

Exec Shield usesless randoemization| than Pax ini evenry region, theughi i
raNCeMmIZES the same areas;

1o randemize the executable image, Exec Shield makes use off Redhat's PIE
(Position’ Independent: Executalble).

Exec Shield cannot eveniguarantee that when a task is fully leaded in memory,
that there de not exist memony regionsi that are oth writable and executable;
even it an application did not reguest such mappings.

Execi Shieldi recently discoveredi a bug (am off-by-ene page), due te semeone
rUnRINGl paxtest en an Exec Shieldmachine; that resulted in'a page: of nemoxry.
PEeIng Wiitablerand executable that Wwas assumed ethemnwise. This hug wWas
Present ever since the first release of Exec Shield.

Exec Shield dees nething against kemel 'expleitation




References

Openssh

PaXx

Exec Shield
Hardened GERteo
Adamanitix




Questions?

Fhanks fier attending andiyeurinterest in
Pax. Withrwhatever ime remaining, Ifd
9e glad ter answer any: guestions; akoui
PaX OF grsecurity.




