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Introduction

Who are we?
— Consultants for iISEC Partners
— Security consultants and researchers
— Based in San Francisco

Why listen to this talk?

— RTP injection easiest way to demonstrate VoIP insecurities

— Previously tools lacked simplicity/ease-of-use

» Although recent tools have improved on this, such as Justin Furniss’ VOIP Sound
Board (http://primeobsession.com/content/view/19/1/)

We are always looking for a few good geeks!
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(Quick) RTP/VolP Background

“Calls” traditionally split in to two streams

— Signaling Protocols
« SIP
e H.323
« SCCP
e etc
— Media Protocol
« RTP

Regardless of the signaling protocol used, RTP is used as
the media protocol
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RTP Information

RTP has several header values, the ones we're interested in
are:

— Payload Type

— Sequence Number

— Timestamp

— Synchronization Source Identifier (SSRC)

Payload type is a value indicating which codec is used to
encode the audio payload

Sequence number indicates which number this packet is in
the audio stream
— Increments by one each packet

Timestamp indicates the sampling period of the audio
payload in the packet

SSRC functions as the call identifier
— Remains static throughout the call
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Attacking RTP

Why is attacking RTP possible?

Predominantly sent unencrypted
Uses UDP

— Makes injection easy

From a single valid packet, easy to create spoofed packets
— SSRC is static for the entirety of a conversation

— Seguence number and timestamp are monotonically increasing

In our testing, clients have a wide tolerance for out-of-
sequence information
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RTP Injection
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Presenting: RTPInject

DEMO
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RTPInject Screenshots
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RTPInject Screenshots
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RTPInject Screenshots
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RTPInject Detalls

e [nfo on tool

— Sniff network traffic for UDP packets where:
» The 43rd byte has the high bit set (ether[42] == 128)
e Portis between 16384-32768
— This isn’t strict to the RFC, but follows what most clients use

— The payload type is an enumeration specified and extended in several RFC’s

— Capture a valid packet and use it as a template:
* Increase the initial sequence number by a moderate amount
* Increment initial timestamp by number by a moderate amount as well
» For each fake packet:
— Increase the sequence number by 1
» Clients have a wide tolerance for this value
— Increase the timestamp by the number of samples
» Typically 160
— Append the sniffed SSRC

— Inject
 Popular misconception: SRTP alone is *NOT* the answer!

— If SRTP is not used in conjunction with a secure signaling protocol such as
SIP over TLS, the encryption key is sent in the clear
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Conclusion

Thanks for coming!

Shameless plug: Pre-Order Himanshu Dwivedi’s VolP
Security book from No Starch Press!
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