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A Data-Centric World

As security data collection tools continue
to improve and evolve, the quantity of data
that we collect increases exponentially
Honeypots and Honeynets
Malware Collectors
Honeyclients
Lot’'s more...




New Stuff!

Global Distributed Honeynet

High-interaction distributed honeynets
with central data analysis

The Honeynet Project
UK Honeynet Project, David Watson



Global Distributed Honeynet
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The Aftermath

After the cool tools what remains are tons
and tons of data to sift through!




TheValue of Data

Data is often only as valuable as what the
analysis can shape it into.
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Looking Beyond Security

Though security in itself is a unique field with
unique needs, analysis techniques often
span the boundaries of different disciplines

Mathematics

Economics

Statistics

Artificial Intelligence

Psychology and Sociology

Biology

Graphics design



Data and Text Mining
Clustering

Machine Learning
Baselining
Visualization
Behavioral Analysis
Game Theory



Data Analysis Tools

R-Project

Weka

Tanagra

FlowTag

Honeysnap

Excel and Access (yes.. From Microsoft)
Orange

SVMLite



The Possibilities




Preprocessing

Data and Text Mining
Clustering

Machine Learning
Behavioral Analysis
Game Theory
Visualization



Preprocessing and Data Cleansing

Creating a ‘first-cut’ for further analysis
New Stuff! Honeysnap

The Honeynet Project
Arthur Clune, UK Honeynet Project



Honeysnap

Lol Honeysnap

Login
Summary | Flow Details | Sebek Details | IRC Summary | [RC Detals | [P Summary | [P Lookuop |

Welcome to Honeysnap
Time is Mon Jun 4 22:15:00 2007

Database has 61123 flows, 0 sebek records and 14737 irc messages from | honeypots




Honeysnap and flows
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Honeysnap and IRC chat

. A
Summary | Flow Details | Schek | IRC Summary | [RC Details | [P Semmary | [P Lookup |
Text
From
Ta
Commanmnd
IP Source
IP Destination
Part
Honeypat
Starttime [19090/01/01 00:00 Choose
Endtime | 2007/06/04 22:03 Choose
Search
Hide Search Form
123456791000 1213 1415061718 1920 5>
Time Haneypat Source Destimation  Port From Ta Command Text
L HS_Fake S0.017.0444 19216510028 7000 50,117,444 fargettn  pass
2002-11-29 = g 3 o0 e /B0 11T Y = s T o R Yo A @ FEE SRR S
16-04:-08 TO0647 HS Fake [192.168. 10028 BOA17.1444 r000 welcome psybec® lam3 e de pravoatice psyBMNC22.0
2002-11-249 HS Fake 50170444  [92.068.10028 7000 80.117.1444 . or *hobg” " 192.168.100.28" 00wz O
16-04-08 700647 ake B0.117.0 192 28 T 80017 nhoa user obz” " 192 10028° 0 N0
2002-11-29 H5_ Fake $0.117.0444 19216810028 7000 §0.117,14.44 dibabs mick
16-04-08 700647 aKe H [ ¥ F el - I [ of DODE  mic
2002-11-29 1y : T R ; ; e L
1 6-04:08 TRO642 HS_Fake 192.168.10028 BD.AIT.1444  TOOOD ircpsychoidnet dibobe” privaotice psyBNC 2.2.1 Help (* = Bounce Admin only)
2002-11-29 A Ad w0 1T A " - BHELF SETLEAVEMSG - Set Le M35G when
16-04:08 780642 HS Fake 192,168, 10028 BD.117.14.44 1000 irc psychoid.net dybobz” privootice Yol e ¥ & your Leave 4 wien
5| 3 ¥
IEI:,;-J. II.IIL-.“I;UL ] HS_Fake 19216810028 8D.0117.14.44 FOO0 1re paychosd nel dibobe” prvaotice BHELP DELOP - Deletes an added User who got Op
2002-11-29 5 R e e | ; e ST e
16-04:08 TEO642 H5_Fake 19216810028 80.117.1444  TOOO ircpsychoid.met dibobz” privootice BHELP LISTOPS - Lists all added Ops
2002-11-29 RBE Bafea UGS LA0 DOGAE GO LT L0 AR Ln mseiabn b mi amb e e BHELP LEAVEQUIT - I set 1o 1, parts all channels on ¥




Data and Text Mining

Data mining is the process of automatically
searching large volumes of data for patterns
Text mining is the process of deriving high
quality information from text.
Applications:

Forensic Analysis

Log analysis

IRC analysis

Sample research:
Topical Analysis of IRC hacker chatter through text
mining



Clustering

Classification of objects into different
groups, so that the data in each group

(ideally) share some common trait
Perfect for:

Classification of Attacks
Malware Taxonomy

Finding deviations from logs
Sample application:

Classifying Attacks Using K-Means



Classifying Attacks
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Machine Learning

Machine learning is concerned with the
design and development of algorithms and
techniques that allow computers to "learn”
Perfect for:

Predicting Attacks

Self-learning IDS
Sample research:

Predicting attacks using Support Vector
Machines



Predicting Attacks
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Detecting Patterns of Attack
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Behavioral Analysis

Study of human behaviour
Perfect for:

Analysis hacker behavior and motivation
Sample research:

Study of hacker motivations through IRC
hacker chatter



Economic Theories

Economics takes a lot from mathematics,
statistics and other disciplines
Perfect for:

All sorts of stuff
Sample research:

Game Theory and Hacker Behaviour



Genetics and Immune Concepts

Applications:
Analyzing and defending against attacks

Imitate defenses of the human body
Sample research:

Code Breaking using Genetic Algorithm

Genetic Algorithm Approach for Intrusion
Detection



Visualization

Picture paints a thousand words
Perfect for:

Attack detection and analysis
New Stuff! FlowTag

Visual tagging
Chris Lee, Georgia Tech
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FlowTag

Video Demo



Techniques

Summary of Uses:
Detection
Classification
Patterns and Trends
Prediction
Motivation and Behaviors

Preprocessing and Data cleansing
To produce good results techniques could
be used together



A Collaborative Effort

A forum where people from different fields
can share data and techniques



ThankYou
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