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Security
Data

Analysis

Security Analytics
GOAL: Look for new and 

alternative ways to analyze 
security data



As security data collection tools continue 
to improve and evolve, the quantity of data 
that we collect increases exponentially

Honeypots and Honeynets
Malware Collectors
Honeyclients
Lot’s more...



High-interaction distributed honeynets 
with central data analysis

The Honeynet Project
UK Honeynet Project, David Watson





After the cool tools what remains are tons 
and tons of data to sift through!



Data is often only as valuable as what the 
analysis can shape it into.



Though security in itself is a unique field with 
unique needs, analysis techniques often 
span the boundaries of different disciplines

Mathematics
Economics
Statistics
Artificial Intelligence
Psychology and Sociology
Biology
Graphics design



Data and Text Mining
Clustering
Machine Learning
Baselining
Visualization
Behavioral Analysis
Game Theory



R-Project
Weka
Tanagra
FlowTag
Honeysnap
Excel and Access (yes.. From Microsoft)
Orange
SVMLite





Preprocessing
Data and Text Mining
Clustering
Machine Learning
Behavioral Analysis
Game Theory
Visualization



Creating a ‘first-cut’ for further analysis
New Stuff! Honeysnap

The Honeynet Project
Arthur Clune, UK Honeynet Project









Data mining is the process of automatically 
searching large volumes of data for patterns
Text mining is the process of deriving high 
quality information from text.
Applications:

Forensic Analysis
Log analysis
IRC analysis

Sample research:
▪

 
Topical Analysis of IRC hacker chatter through text 
mining



Classification of objects into different 
groups, so that the data in each group 
(ideally) share some common trait
Perfect for:

Classification of Attacks
Malware Taxonomy
Finding deviations from logs

Sample application:
Classifying Attacks Using K-Means





Machine learning is concerned with the 
design and development of algorithms and 
techniques that allow computers to "learn"
Perfect for:

Predicting Attacks
Self-learning IDS

Sample research:
Predicting attacks using Support Vector 
Machines





Pertains to the collection, analysis, 
interpretation or explanation, and 
presentation of data.
Perfect for:

Executives love stats
Baselines





Study of human behaviour
Perfect for:

Analysis hacker behavior and motivation
Sample research:

Study of hacker motivations through IRC 
hacker chatter



Economics takes a lot from mathematics, 
statistics and other disciplines
Perfect for:

All sorts of stuff
Sample research:

Game Theory and Hacker Behaviour



Applications:
Analyzing and defending against attacks
Imitate defenses of the human body

Sample research:
Code Breaking using Genetic Algorithm
Genetic Algorithm Approach for Intrusion 
Detection



Picture paints a thousand words
Perfect for:

Attack detection and analysis
New Stuff! FlowTag

Visual tagging
Chris Lee, Georgia Tech





Video Demo



Summary of Uses:
Detection
Classification
Patterns and Trends
Prediction
Motivation and Behaviors
Preprocessing and Data cleansing

To produce good results techniques could 
be used together



A forum where people from different fields 
can share data and techniques
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